Municipality of Chiavenna
PRIVACY POLICY “PALAZZO VERTEMATE FRANCHI” APP

Information about the processing of personal data carried out in the context of the “Palazzo
Vertemate Franchi” mobile application, pursuant to article 13 of Regulation (EU) 2016/679

Pursuant to art. 13 of Regulation (EU) 2016/679 (hereinafter, "GDPR"), the Municipality of Chiavenna, data controller,
describes the methods of processing the personal data of users who use the free mobile application "Palazzo Vertemate
Franchi" (in hereinafter, the "App") downloadable from the virtual mobile application stores Apple Store and Google
Play Store.

The App provides a virtual guided tour service of Vertemate Palace and in particular an audio guide to allow a virtual
visit of the Palace through audio support, as well as any useful information also on events concerning the Palace
(hereinafter "Services"). To use the App it is not necessary to register. The data collected through the App are processed
only to provide users/visitors with the audio guide service (in Italian, English or German) of the Palace and to possibly
send notifications, with the prior consent of the users, relating to news on the activities organized by the Palace.
Through the App, the data controller - supported by the “Consorzio per la promozione turistica della Valchiavenna”,
data processor - can also propose the compilation - with the consent of the users - of anonymous questionnaires aimed
at collecting statistical data relating to visits to the Palace, and consisting of collection of information on gender, age
group, information on the person's country of origin, information on the degree of satisfaction with the visit and on the
visit to any other museums.

This privacy policy is intended to allow users of the application to understand what data is collected by the App, why it
is collected and what its uses are, as well as the rights that can be exercised pursuant to the GDPR.

1. Data controller
The Data Controller is the Municipality of Chiavenna (hereinafter, the “ Data Controller ), with headquarters in

Piazza Giovanni Bertacchi, 2, 23022 Chiavenna (SO). Tel.: 0343 220211 E-mail: info@comune.chiavenna.so.it PEC:
ufficio.chiavenna@cert.provincia.so.it

2. Data Protection Officer (RPD/DPO)

The data protection officer (RPD/DPO) is Opiquad Srl based in Merate (CO) — Via Bergamo n. 60. Tel. 0399399920 E-
mail: info@opiquad.it PEC: opiquad@pec.opiquad.it

3. Purpose and legal basis of the processing, categories of personal data processed, data retention period and
nature of the provision of data

For "personal data", pursuant to art. 4 no. 1 of the GDPR, means “any information relating to an identified or
identifiable natural person (data subject). Below are indicated the various types of processing - distinguished by purpose
- carried out within the Data Controller's website as a result of the interactions of the interested parties with the sections
of the same website.

Purpose A) : To allow users to use the application.

e Legal basis of the processing : Execution of a contract, pursuant to art. 6 par. 1 letter b) of the GDPR,
consisting in the provision at the request of users of a platform aimed at allowing visitors to the Palazzo
Vertemate Franchi an interactive guided tour of the Palace.

e Categories of personal data processed : navigation data and technical cookies. In particular, the IT systems
and software procedures used to operate the App acquire, during their normal operation, some personal data
whose transmission is implicit in the use of Internet communication protocols. This category of data includes
in particular the IP addresses or domain names of the computers and terminals used by users, the addresses in



URI/URL (Uniform Resource Identifier/Locator) notation of the requested resources, the time of the request,
the method used in submitting the request to the server, the size of the file obtained in response, the numerical
code indicating the status of the response given by the server (successful, error, etc.) and other parameters
relating to the operating system and the IT environment of the user. For needs related to the operation and
maintenance of the site, system logs may be collected, i.e. files (electronic documents) that record interactions
and which may also contain personal data, such as the user's IP address. The App does not use cookies.

Data retention period : navigation data may be retained for a maximum period of 7 days, without prejudice to
further retention obligations based on legal provisions.

Nature of the provision : the provision of data is necessary to allow the functioning of the App.

Purpose B) : Send instant notifications (push notifications) to the user's device regarding news and events regarding the
Palace's activities.

Legal basis of the processing: Consent of the interested party, pursuant to art. 6 par. 1 letter a) of the GDPR.
Consent is expressed by allowing the App to send push notifications to the user;

Categories of personal data processed: IP address of the interested party and data relating to the interaction
of the interested party with the App.

Data retention period: the personal data collected are retained until the data subject's consent is revoked,
which can be exercised also by uninstalling the application from your device.

Nature of the provision: the provision of data is optional, and in the absence of consent to the sending of push
notifications, the personal data will not be processed for purpose B.

Purpose C) : Collect anonymous statistical information through the compilation forms contained within the App,
through the use of Google Forms.

Legal basis of the processing: Consent of the interested party, pursuant to art. 6 par. 1 letter a) of the GDPR;

Categories of personal data processed: information on gender, age group, information on the person's origin,
information on the degree of satisfaction with the visit and on the visit to any other museums by the interested
party. The Data Controller cannot know the identity of the user. However, it cannot be ruled out that Google
may trace the generic information entered back to the user, through navigation data and by cross-referencing
data already in its possession for other reasons. On this point, please refer to Google's privacy policy relating to
the use of Google Forms https://policies.google.com/privacy?hl=it

Data retention period: the personal data collected are retained for 30 days, and in any case until the interested
party's consent is revoked.

Nature of the provision: the provision of data is optional and is expressed by ticking the specific consent box
for the processing of data as indicated in purpose C).

4. Categories of data recipients and data transfer abroad

The processing is carried out by authorized persons committed to confidentiality and responsible for the relevant
activities falling within the competence of the Data Controller, in compliance with the purposes indicated above. The
Data Controller, in carrying out its activities and providing its services, may transmit the data to the following
categories of recipients:

e  Technical service providers (such as hosting providers): the application provider is the company Webtek SpA;



e Public or private subjects who may have access to the data in compliance with legal obligations: the Data
Controller avails itself of the support of the Consortium for the tourism promotion of Valchiavenna for the
management of the mobile application.

The recipients, when necessary, are appointed as data processors by the Data Controller, pursuant to art. 28 of the
GDPR. Personal data processed for the aforementioned purposes are generally not transferred to third countries outside
the European Union or the European Economic Area (EEA), nor to international organisations.

In the case of the processing of data referred to in purpose C), related to the use of the Google Forms service, it cannot
be excluded that Google Analytics transfers some data outside the EEA, and in particular to the United States of
America. The transfer of such personal data to the USA is legitimate following the adequacy decision of the European
Commission adopted on 10 July 2023, pursuant to art. 45 of the Regulation, which established processing standards
suitable for guaranteeing the rights and freedoms of interested parties and to which the company Google LLC adheres.

5. Rights of the data subjects

The Data Subjects (natural persons to whom the data refers) can exercise the rights provided for in articles 15 to 22 of
the GDPR and in particular: the right to access their personal data, to request rectification or limitation, updating if
incomplete or incorrect and cancellation of the data if the conditions are met, as well as to oppose the processing. Data
Subjects also have the right to request portability of their personal data. When the legal basis of the processing is
consent, interested parties have the right to withdraw consent at any time, without prejudice to the processing carried
out before the withdrawal.

To exercise their rights, Data Subjects can contact the Data Controller or Data Protection Officer through the contact
details indicated above in this Policy.

If they believe that the processing of personal data relating to them carried out through this site is in violation of the
GDPR or other applicable legal provisions, the Data Subjects have the right to lodge a complaint with the Data
Protection Authority (DPA) in the Member State of his or her habitual residence, place of work or place of the alleged
infringement, pursuant to art. 77 of the GDPR itself, or alternatively have the right to an effective judicial remedy,
pursuant to art. 79 of the GDPR.

The Italian DPA is “Garante per la Protezione dei Dati Personali”, whose contact details can be found on the Authority's
website (www.garanteprivacy.it )

Changes to this Policy
The Data Controller reserves the right to make changes to this Policy at any time on this page. Please therefore consult

this page often, taking as reference the date of last update indicated at the bottom.
Unless otherwise specified, the previous Policy will continue to apply to personal data collected up to that moment.

Date of last update of the Policy :




